Ilpunoxkenue Ne2. MnpopmanuoHHas naMATKA AJ1s1 00yYalOMIHXCS I8 pa3MemeHus HAa
opunnaabubix HHTEpHET-pECcypcax

C KaXIpIM roI0M MOJIOJCKH B MHTEPHETE CTAHOBUTLCS OOJIBINE, a IKOJBHUKH OJHU U3
CaMBIX AaKTHUBHBIX IToyib3oBareneil Pynera. Mexay TeMm, NMOMHMO OIpPOMHOTO KOJHYECTBA

BO3MOXXHOCTEN, UHTEPHET HECET M MpoOJieMbl. JTa IMaMsATKa JOJKHA MOMOYb Tebe OGe30ImacHo
HaXOJUTHCS B CETH. |

Komnvromepnuie supycot

KoMIbloTepHbIii BUpPYC — 3TO  PpPa3HOBHJHOCTH KOMIBIOTEPHBIX  IIPOrpamm,
OTJINYUTEIBHON OCOOECHHOCTBIO KOTOpPOH SBISETCA CIOCOOHOCTh K pa3MHOXEHHIO. B
JOTOJIHEHUE K 3TOMY, BUPYCBHI MOTYT MOBPEAWTH WM IOJHOCTBHIO YHHUYTOXHTH BCe (PaMIbl H
JAHHBIE, ITOAKOHTPOJBHBIE IIOJH30BATENIO, OT UMEHH KOTOpOoro Oblia 3amyllneHa 3apakéHHas
[IpOrpaMma, a TaKXXe MOBPEAWTh WM NAXE YHHUYTOXUTH ONEPAIMOHHYIO CHCTEMY CO BCEMH
(aiinamu B nenoM. B 601pIIMHCTBE CIydaeB pacpOCTPAHSIOTCS BUPYCH Yepe3 HHTEPHET.

MeTop! 3aIUThI OT BPEIOHOCHBIX IIPOTPaMM: |

1. Hcnons3yii coBpeMeHHBIE ONEpPallMOHHBIE CHCTEMBI, MMEIOIIHE CEPhE3HBIH YPOBEHE
3aLIUTHI OT BPEAOHOCHBIX IIPOrpaMM;

2. llocrossHHO ycTaHaBnmuBaih mayTé (mMUGPOBBIE 3aIlJIAaTKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBJIMBAIOTCSA C LEJNBIO JOPaOTKH IMPOTrpaMMBbl) M Apyrue OOHOBICHHS CBOEH
OnepaloHHOM cucteMsbl. CkaunBail UX TOJBKO ¢ OPUIIMAIIBHOTO caiiTa pa3paboTurKa
OC. Ecnu cymecTByeT peKUM aBTOMaTHUIECKOT0 OOHOBJICHHUSI, BKIIIOYH €I0;

3. Paborail Ha cBOeM KOMIBIOTEPE MOJ IpaBaMH IIOJIH30BATENIA, a He aAMHHHUCTPATOPA.
OTO HE MO3BOJUT OOJBINMHCTBY BPEIOHOCHBIX IIPOrPaMM HHCTALIMIPOBATHCA Ha
TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonp3yli aHTUBHPYCHBIE MPOTPaMMHBIEC IIPOAYKTHI U3BECTHRIX IIPOU3BOIUTENEH, C

aBTOMAaTH4YeCKUM OOHOBJICHHEM 0a3;

Orpasnyb GU3NIESCKHH TOCTYH K KOMIBIOTEPY /IS IOCTOPOHHUX JIHII;

6. Hcnone3yit BHElIHWE HOCUTENH MHGPOPMAIIHH, Takue Kak (JIelka, TUCK Win (aiin u3
UHTEPHETA, TOJIBKO U3 MPOoGEePEHHBIX HCTOUHHKOB; |

7. He oTkpbIBall KOMIBIOTEpHBIEC (aliibl, MOJYYECHHBIE W3 HEHAJIEKHBIX HCTOUYHHKOB.

Haxe Te (aiiyipl, KOTOpPHIE TpPHCIATl TBOW 3HAKOMBIM. Jlydie yTOYHH y HeEro,
OTIIPaBJISLI JIX OH TeOe uX.

()]

Cemu WI-FI

Wi-Fi - 310 He BUA nepenayun NaHHBIX, HE TEXHOJOTHS, a BCEro UL Oper s, Mapka. Ee
B 1991 rony mupepnanackas xkommaHus 3apeructpuponaia openn « WECA», uro 0003Ha4ao
cioBocoueranue « Wireless Fidelity», koTopbrii mepeBoquTcs KaK «OECIPOBOIHAS TOUHOCTDY.

Jlo Hamero BpeMmeHHM nomnuia apyras abOpeBuarypa, KOTOpas SBISETCA TaKOM ke
TEXHOJIOTHEH. D10 abbpeBuarypa « Wi-Fi». Takoe Ha3zBaHue OBLIO NaHO C HAMEKOM Ha CTaHIApT
BBICIINM 3ByKOBOH TexHUKHU Hi-Fi, uTo B mepeBojie 03HaYaeT «BEICOKAs TOYHOCTEY.

Ha, OecriaTHBI MHTEpHET-IOCTYH B Kade, OTesIX M a’dpomopTax SBJSAETCA OTIHYHOMN
BO3MOKHOCTBIO BBIXOJla B UHTEpHET. HO MHOrHE 3KCHEPTHI CUUTAIOT, 4TO oOumenocTynHeie Wi-
F1 cetu He SABISIOTCS Oe30MaCHBIMH.

Cogertsl 110 6e30nacHOCTH paboTe B 00IMIEAOCTYITHBIX ceTax Wi-fi:



He nepenmaBaii cBoro nuuHyio mHopMamuio depe3 obOmenocTynubie Wi-Fi cerw.
Pabotas B HHMX, XXeJIaTelIbHO HE BBOJAMTHL IMApOJIM JOCTYIA, JIOTHHBI H KaKHe-TO
HOMEDA,; |
Hcnonp3yii 1 OOHOBISAH aHTUBHPYCHEIE IIpOrpaMMBI B OpanaMmayep. TeM caMbIM ThI
obe3ormacuinb ¢e0s OT 3aKaukH BUpYyca Ha TBOE YCTPOMCTBO;

Ilpu wucnons3oBanmu Wi-Fi otkmoun ¢yHkmmioo «OOmmuit moctym K Qaitnam u
npuHTepam». JlanHas QYHKOUAS 3aKpblTa MO0 YMOJYAHHUIO, OJHAKO HEKOTOPBIE
II0JIF30BATENIM aKTUBUPYIOT €€ U1 yI00CTBa MCIIOJIb30BaHus B paboTe wim ydede;

He ucnonp3yit nyonmunsidi WI-FI 11 mepenayd IUYHBIX AaHHBIX, HAIpUMeEp IS
BBIXO/Ia B COITHAIBHBIE CETH MIIM B JIEKTPOHHYIO IIOYUTY;

Hnonb3yi Tonpko 3amuineHHoe coeaunenue depes HTTPS, a we HTTP, T.e. nipu
Habope BeO-aapeca BBOAU UMeHHO «https://»;

B MoGumpHOM Tenedone oTtkmoun yakmuioo  «[logkmouenne k  Wi-Fi
aBTOMaTU4yecKm». He nmomyckaid aBTOMaTU4eCKOro IMOAKIIOUEHHS YCTPOUCTBA K CETIM
Wi-Fi 6e3 TBoero coriacusl.

CoyuanvHole cemu

CounanbHble CETH aKTHBHO BXOJIAT B HAIy >KM3Hb, MHOTHE JIOAU PabOTAlOT M KUBYT
TaM IIOCTOSIHHO, a B Facebook yxe 3apervcrprpoBan MHIUIHAp. YEIOBEK, UTO SABISETCS OOHOM
CEAbMOM BCeX XUTened IlaHeThl. MHOTHE NOJIb30BaTelld HE MOHHUMAIOT, YTO HH(OpMAIIHS,
pa3sMelIeHHAasi UMHU B COIMAIBHBIX CETSAX, MOXKET ObITh HalilcHa M KCIIOJIb30BaHa K€M YrOJHO, B
TOM YHCJI€ HE 00S3aTeNIbHO ¢ 0JIariMy HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COMAJIBHBIX CCTAX:

1.

2.

Orpanmus coucok apyseir. Y TeOsS B Jpy3bsSX HE AOKHO OBITH CIyYAHHEBIX H
HE3HAKOMBIX JIIOOEH;

Jamuinai CBOIO 4YaCTHYIO Xu3Hb. He ykaswiBail maposu, tenedoHEI, aapeca, AaTy
TBOErO POXICHUS U JPYIyIO0 JIMYHYIO HHGOpPMaIKO. 3JIOYMBIIIIEHHUKH MOTYT
HCIIOJIB30BATh AK€ MHPOPMALHIO O TOM, KaK Thl M TBOH POIUTEIH ILJIAHHUPYETE
IIPOBECTH KAHUKYJIBI; |

3amyinai CBOIO pelyTaIvIo - JEPXKU €€ B YHCTOTE U 3a/1aBaii ceOe BOIpoC: XOTeN OBl
ThI, YTOOBI APYTrUE IOJIb30BATEIH BUIECIH, UYTO ThHI 3arpy’kaemib? HOI[}’MaI/I IpEeXIe
YeM UYTO-TO OMyOJIMKOBAaTh, HAIIMCATh B 3arPY3HTh;

Ecnu TBI rOBOpHIIG C JIIOABMHU, KOTOPHIX HE 3HACIIb, HE HCIIOIB3YH CBOE pealbHOE
UMs U JIPYTyI0 JUYHYIO HH(QOpMAIUU: UMS, MECTO >XUTEIHCTBA, MECTO YUYeOBI U
Ipodee;

N36erait pazmemenus ¢ortorpaduii B IaTepHETE, e T H300pakeH HA MECTHOCTH,
II0 KOTOPOH MOKHO OMPEICIIUTH TBO€ MECTOIIOIOKEHHE;

[Ipu perucTpany B COIUATLHON CETH HEOOXOMUMO HCIIOIB30BATH CIOMKHEIE IIAPOJIH,
cocTosiye u3 OyKB U HHQP U C KOJIMYECTBOM 3HAKOB HE MeHee §;

1 conuanbHOM CeTH, MOYTHI U APYTUX CAHTOB HEOOXOIMMO HCIIONIB30BATh Pa3HEIE
naposu. Torna eciu Te0d B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH IIOIyYaT JOCTYII TOJIBKO
K OJHOMY MECTY, a He BO BCE cpa3sy. |

InekmpoHHvle OeHbU

ONEKTPOHHEIE JAEHBIM — 3TO OYEHb YAOOHBIHA CIIOCO0 IUIATEeXE, OMHAKO CYIIECTBYIOT
MOILIIEHHHUKHU, KOTOPBIE XOTAT IOJIYIHTE 3TH JICHBIH.

9JI€KTp0HHBIe ACHBI'M IIOSBHJIMCH COBCEM HCAABHO M MMCHHO H3-3a 3TOr0O BO MHOTHX
rocyapCrBax 40 CHUX IIOp HE IIPOIIHCAaHO IIPO HHUX B 3aKOHAaX.


https://%c2%bb

B Poccuu xe OHM (PYHKIMOHHPYIOT M O HHX YyXX€ IPOIHCAHO B 3aKOHE, TIIe HX
pa3iensoT Ha HECKOJBKO BHIOB — AHOHHMMHBIE H HE aHOHHMHBIE. PasHuIla B TOM, YTO
aHOHMMHBIE - 3TO T€, B KOTOPBHIX pa3pemaeTcs MPOBOIUTH olepamuu 0e3 HICHTADHUKALH
II0JIB30BATEIIs, & B HEAHOHUMHBIX HACHTU(MHUKAIIUN MTOJIH30BATES ABIISETCS 00sI3aTeIbHOM.

Taxke cienyer pazimdaTh SIEKTPOHHBbIE (HATHBIE JCHBIH (PaBHBI rOCYJIAPCTBEHHBLIM
BaJIIOTaM) U 3JIEKTPOHHBIC HEPUATHBIE ICHBIH (HE PaBHBI IOCYIapPCTBEHHEIM BAJIIOTaM ).

OcHOBHBIE COBETHI 10 O€30MMacHO# padoTe C ANEKTPOHHBIMU IEHbIaMH:

1. IlpuBsxu k cuery MOOMIIBHBIN TenedoH. ITO caMbiii YIOOHEBIH M OBICTPEHIM CIOCOO
BOCCTAHOBUTH JIOCTYH K cueTy. [lpuBszanubiél TenepoH mOMOXKET, eciau 3a0ynelb
CBOM ITUIATEXHBIN [1apOJIb WJIH 3aiiIeIb Ha CAlT C HE3HAKOMOTO YCTPOMCTRA;

2. Hcnons3y#l omHopa3oBbie mapoiu. [locie mepexona Ha YCHJIECHHYIO aBTOPH3AIHIO
TeOe yxe He OyAeT yrpoxkarh ONaCHOCTh KPaKd MU IIepexXBaTa IUIaTeXXHOTO TIapOJIs;

3. BriOepu cnoxsblii mapoiib. IlpectymHmkam OyneT He MPOCTO yrauarh CJIOXKHBIHN
naposs. Hagexuple nmaposii — 3TO Iapoiu, KOTOPEIE CoAepKaT He MeHee 8§ 3HaKOB U
BKJIIOYAIOT B ce0sl CTPOUHBIC U MPONUCHBIE OYKBBI, HUGPHI 1 HECKOJIHLKO CHMBOJIOB,
TaKHe KaK 3HaK Jojuiapa, QyHTa, BOCKIUIATENbHBIH 3HaK U T.11. Hanmpumep, $tR0ng!;;

4. He BBOOU CBOUW JWYHBIE JaHHBIC HA CaliTax, KOTOPHIM HE NOBEPSCIIb.

INeKmpoHHaAsl nouma

JJIEKTPOHHAS [TOYTa — ATO TEXHOJIOTHS U IIPEAOCTABIISIEMBIC €10 YCIYTH IO MEPECHUIKE U
IIOJIyYEHUIO DJIEKTPOHHBIX COOOINEHU, KOTOpBIE PaCHPENCNISIOTCS B KOMIBIOTEPHOHN CETH.
OObI4HO 3JICKTPOHHBIN IIOYTOBBIA SIIUK BEITJISA AT CIICIYIOIIHM oOpa3zom:

UMs_TIOJB30BaTEA(@UMsS_OMEHa. Takke KpoMmMe IMepeaadd IIPOCTOr0 TEKCTa, HMEETcs
BO3MOXXHOCTb IlepeIaBaTh (paitiml.

OcHOBHBIE COBETHI IO O6€301macHOM paboTe C 3JIEKTPOHHOM ITOYTOI:

1. Hapmo BBIOpaTh NpaBUNBHELM [TOYTOBLIA cepBHC. B HHTEpPHETE €CTH OrPOMHEIH BEIGOP
OeCIUIaTHBIX MTOYTOBBIX CEPBUCOB, OJHAKO JIYUIIe MTOBEPSATH TEM, KOrO 3HAEIIb M KTO
IIEPBBIY B PEUTHUHTE;

2. He ykaspBail B muuHOU moute nuuHylo uaopMmaruio. Hampumep, aydire BeIOpaTh
«MY3BIKAIbHBIN _panaT@» unu «pok2013» Bmecto «remal3»;

3. Hcnone3yii IByX3TalHYIO aBTOPU3ANMIO. DTO KOIIa IIOMUMO IapoJis HY>KHO BBOIAUTD
KOJI, IIpUChIIaeMbIit 10 SMS;

4. BpiOepu cHOXHBIM maposs. JId KaXgoro MOYTOBOrO SINHKA TOJDKEH OBITH CBOM
HAJC)KHBIN, YCTOMYUBEIN K B3JIOMY I1apOJib;

5. Eciu ecThb BO3MOXKHOCTH HalucaThb CaMOMY CBOM JIMYHBINA BOIPOC, MCIIONB3YH 3Ty
BO3MOXHOCTb;

6. Mcnone3yil HECKONBKO IOYTOBBIX AIMMKOB. IlepBBHIM IS YaCTHOM IIEPEIUCKU C
aJgpecaTaMM, KOTOpPBIM Tbl JOBEpselIb. JTO DJJEKTPOHHBIM aapec HE Hamo
UCIIOJIB30BaTh [IPU pErucTpanuu Ha popyMax u calrax;

7. He orxpeiBail ¢aiinel U Apyrye BIOXEHHS B MHChMaX IaKE €CIAM OHH IIPHUILIA OT
TBOHX JIpy3eH. Jlydine yTouHH y HUX, OTIPABJISIIN JIK OHU TeOe 3TH (aiiibI;

8. Ilocime oxoHuaHus paOOTBI Ha IIOYTOBOM CEpPBUCE IE€pe] 3aKpLITHEM BKIANKH C
caliToM He 3a0yab HaXKaTh Ha «BeiATuy.



Kubepbynnune unu eupmyanvrHoe uzoesameibCmeo

KubepOy/IMHT — TpecliefOBaHWE COOOIICHUSAMH, COIASPKAIMUMH OCKOpOJICHHS,

arp€CCHUIO, 3allyTUBAaHHUC, XYJIMI'aHCTBO, COIUAJIBHOC 60ﬁKOTHpOBaHHe C IMIOMOIIBIO PA3JINYHBIX
HHTCPHCT-CCPBHUCOB.

OCHOBHBIE COBETHI 110 0OpbOE ¢ KHOESPOYILIMHIOM:

1. He Opocaiics B 60it. JIydmnii cnoco0: mocoBETOBATHCS KaK ce0s BECTU W, €CITH HET
TOr0, K KOMY MO>XHO OOpaTHUTbCS, TO BHa4dalle YCIOKOUTHCA. EciM THI Ha4HENIH
OTB€YaTh OCKOPOJEHUAMH Ha OCKOPOJICHHS, TO TOJIBKO €Ile OOJbIIe pa30xiKelnhb
KOH(JTUKT;

2. Yupapidii cBoel KuOeppemnyTauei;

AHOHUMHOCTH B ceTH MHHMasA. CymEeCTBYIOT CIIOCOOBI BBIICHHUTH, KTO CTOHT 3a

AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyIHuraHckuii o0pa3 BUpPTyaIbHOM xu3HU. MHTEpHET PuKcupyert Bce

TBOM JEHCTBHUS M COXPAHIET UX. Y JATUTh X OyJIeT KpaiHe 3aTpyJHUTEIBHO;

CoOnroaait cBOi BUPTYAIBHYIO YECTh CMOJIOAY;

6. UrHopupyid enuHH4HBIM HeratuB. OIHOpPA30OBBIE OCKOPOUTENBbHBIE COOOIIECHUS
Jydine UTHoprupoBaTh. OOBIYHO arpeccus IpeKpalaeTcs Ha HadaJIbHOM CTaauu;

7. ban arpeccopa. B nporpamMmmax o6MeHa MTHOBEHHBIMH COOOIIIEHUSMH, B COITUAIIBHBIX
CETAX €CTh BO3MOXXHOCTh OJOKHUPOBKHA OTHPABKM COOOIIEHWHA C ONpPEICICHHBIX
aZIpecoB;

8. Ecmu TBHI cBUaeTrens KuOepOyuMHTa. TBOM JEHCTBUSA: BBICTYIUTH ITPOTHB
npecienoBarTensa, IoKa3aTb €My, 4YTO €ro JEHCTBUSA OICHMBAIOTCS HETaTUBHO,
IOJEPXKaTh JKEPTBY, KOTOPOM HYXHA IICHXOJIOTHYECKAas IOMOILNb, COOOIIUTH
B3POCJIBIM O (paKTE arpeCCUBHOIO IIOBEJICHHS B CETH.

(8]
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Mobunvnuviii menegon

CoBpeMeHHBIE CcMapTQOHBI H IUIAHINETHI coiepkaT B cebGe BIOJHE B3POCIHBIH
(pyHKIIMOHAJI, XU TENmepb OHM MOTYT KOHKYPHPOBaTh CO CTAllMOHAPHBIMH KOMIIBIOTEPAMH.
Onnako, CpeacTB 3alUTHI IJIs1 DOAOOHBIX YCTPOHCTB MOKA 0YEHb Majio. TeCTUpOBaHHE M ITOUCK

YA3BUMOCTEW B HUX IIPOMCXOJUT HE TaK MHTEHCUBHO, Kak misa [IK, To ke camoe Kacaercs u
MOOHJIBHBIX PHIIOKECHHUH.

CoBpemeHHBIE MOOUBHBIE Opay3ephl YK€ IPaKTHUECKH TOTHAIH HACTOJIbHBIC aHAJIOTH,

OJIHAKO pacimpeHre (yHKIIMOHATIA BJIEYET 3a COO0OM OOJNBINYIO CIIO)KHOCTP M MEHBIIYIO
3alAIICHHOCTD.

Haneko HEe BCce MPOW3BOIUTEIN BBITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH 11 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 11 0€30MTaCHOCTH MOOMIIBHOTO TelleoHa:

1. Huuero He sBisercs mo-HacTosmeMy OecriaTHBIM. Byas oCTOpoxeH, Bemb KOrja
TeOe IpeIaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IIJIATHBIE YCIIYTH,

2. Jymaii, npexae dyeM otnpaButs SMS, doto umm Buaeo. Trl TOYHO 3HACITS, TIe OHM

OyayT B KOHEYHOM HUTOTE?

Heo6xoauMo 0OHOBIATE ONEPAIlMOHHYIO CHCTEMY TBOEro cMapT(doHa;

4. Hcnonb3yd aHTUBHPYCHBIE MPOTPaMMBI JJIsi MOOMIIBHBIX TeNIe(OHOB,;

W



5. He 3arpyxaii mprIo>xeHusI OT HEM3BECTHOIO UCTOYHHMKA, BEAb OHH MOTYT COACPXKaTh
BPEIOHOCHOE MPOTpaMMHOE 00eCIIeUeHuUE;

6. Ilocie Toro kax Thl BBRIAJENIH ¢ caiiTa, rae BBOAWI JUYHYIO HHPOpMAIUIO, 3aiIy B
HAcCTpoiiKu Opay3epa u ynanu cookies;

7. Tlepuomuuecku MpoBepsii KaKue MIATHBIE YCIYTH aKTUBUPOBAHEl Ha TBOEM HOMEPE;

IlaBaii cBOif HOMEpP MOOMJIBHOTO TeledOoHa TOJBKO JIIOAAM, KOTOPBIX ThHI 3HACHIb H

KOMY JIOBEpPSELIb;

9. Bluetooth momkxen OBITH BBIKJIIOYEH, KOTZA THl MM He monb3yemubcs. He 3abniait
HHOT A IIPOBEPSITH 3TO.

S

Online uepui

CoBpeMeHHbIE OHJIAUH-UTPBI — OSTO KpacoOyHBIE, 3aXBaTBIBAIOIIUE PaA3BJICUCHUS,
00LEAUHSIONIME COTHH THICSY YENIOBEK 110 BceMy MHUpYy. Irpoku HCCIenyloT NaHHBIA MM MHD,
OOIIAIOTCH IPYT C IPYTOM, BBHIIOJHSIOT 3aJaHMs, CPAXKAIOTCA ¢ MOHCTpaMM M IIOJIy4YarOT OIIBIT.
3a yIOBOJHCTBME OHH ILIATAT: MOKYHAIOT AMCK, OIUIAYMBAIOT a0OHEMEHT WM IPHOOPETArOT
KaKHe-TO OILIHH,.

Bce oTH cpeincTBa MIOYT Ha MOJAEpKaHUE U DPA3BUTHE WIPHL, a TaKKe Ha caMmy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIlUM, BBIIYCKAIOTCS HOBBIE IIaT4H
(uudpoBbIe 3aILIATKH JIJIS IIPOTPaMM ), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomo6HBIX Hrpax CTOUT oIacarbCsa HE CTOJIBKO CBOHUX COIICPHUKOB, CKOJIBKO KpaXu
TBOCT'O IapoJisd, HA KOTOPOM OCHOBAaHAa CHUCTEMA aBTOpHU3allUU OOJIBIIMHCTBA Urp. |

OCHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKAyHTA!

1. Ecnu mpyroit HTpok BeAeT ce0s II0X0 WM CO3aeT TeOe HENPUATHOCTH, 3a0JI0KUpyH
€ro B CIIMCKE UTPOKOB;

IToxanyiics amMUHHUCTpaTOpaM WIPbl Ha IUIOXO€ IOBEACHUE JOTOrO0 WIPOKa,
KeJaTeJIbHO MPUIOKUTHh KAKHE-TO JOKA3aTeIbCTBA B BUIE CKPUHOB;

He yka3biBaii muuHyto nHGOpMAaIUIo B ipodaiisie urpsl;

YBaxkaii Jpyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii HeoQpulManbHbIE IaTYH U MOJBL,

Hcrionb3yi CI0XKHBIE U pa3HBIE IapOJIy;

Jla’ke BO BpeMs WIphl HE€ CTOMT OTKIIOUYaTh aHTHBHpYC. IIoka THI Wrpaemsb, TBOI
KOMIIBIOTEP MOTYT 3apa3UTh.

b
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Qumune Unu Kpaxca IU4HbIX OGHHBIX

OObryHOii Kpaxkelf IeHer W JOKYMEHTOB CETOJHS YK€ HHUKOro HE YIUBHIIb, HO C
pa3sBUTHEM HHTEPHET-TEXHOJIOTHH 3JOYMBIIUICHHUKHA TIEPEMECTHJINCh B HHTEpHET, H
IPOJOJIKAIOT 3aHUMATBCH «JTIOOUMBIMY JEJIOM.

Tax mosBHIAcCh HOBas yrpo3a: WHTEPHET-MOUICHHUYECTBA WK ()UUIMHT, IJIaBHAS b
KOTOPOr0 COCTOMT B IOJYYEHHH KOHPUIACHIMAIBHBIX HAHHBIX MOJB30BaTeNicii — JIOTHHOB M

naposieit. Ha anrimiickoMm s3pike phishing untaercs kak ¢ummar (ot fishing — priOHas moBs,
password — mapoJin).

OcCHOBHBIE COBETEHI 110 OOpHOE C PUITHHTOM:

1. Cneogu 3a cBOMM akKKayHTOM. EciM THI momo3peBacmib, YTO TBOA aHKeTa Oblia

B3JIOMaHa, TO HeoOxoauMo 3abIoKUpOBaTh €€ M COOOIIUTH aJIMUHHCTPAaTOpaM
pecypca 06 3TOM Kak MOXKHO CKopee;



2. Hcmone3yit Oe3omacHble BeO-CaMiTBl, B TOM UYHCJIE, HHTEPHET-Mara3uHoOB M
IIOMCKOBBIX CHCTEM;

3. Hcnone3yit CHOXKHBIE M pa3HbIe Iapoju. TakuMm o0pa3oM, €ciau Teds B3JIOMAaroT, TO
3JIOYMBIIUJICHHUKY MOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IMPOMHUIIO B CETH, a HE
KO BCEM;

4. Ecmu T1eOs B3JIOMaIM, TO HEOOXOAMMO IPEOYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE H00aBIeHBI ¥ T€OS B APY3bsIX, O TOM, YTO T€OS B3JIOMAIH H, BO3MOKHO, OT
TBOETO UMEHHU OyIET pacChlIaThCs CllaM M CCHUIKH Ha (DMIIMHTOBHIE CAlTHI;

5. VYcrasoBu HagexHbI napoas (PIN) Ha MoOUIBHEIH TenedOH;
6. OTkmoun coxXpaHeHHe Mmapojs B Opaysepe;
7. He oTkpeiBail ¢ailyibl M1 Apyrue BIOKEHUS B MUCHbMax AAXe €CIU OHU NMPHUULIHA OT
TBOUX Apy3ei. JIydille yTOUHM y HUX, OTIPABIISIIM JIH OHH TeOE 3TH (halibl.
Lugposas penymayus

[{udposas pemnyramus - 3TO HEraTUBHAS FUIM IIO3UTHBHAS HHGpOpPMAIUS B CETH O Tele.
Komnpomerupyromas uHGopMamus pa3sMelIeHHas B HHTEPHETE MOXKET CEephe3HBIM 00pa3oM
OTpa3UThCA Ha TBOEH peanbHOHN ku3HH. «lludpoBas pemyramusa» - 3TO TBOH UMUK, KOTOPBIH
dbopmupyercs u3 nHbOpManuu o Tebe B MHTEPHETE.

TBoe mMecTo X)uUTENBCTBA, y4eObl, TBO€ (GMHAHCOBOE IOJIOKEHHUE, OCOOEHHOCTH XapaKTepa
M paccKas3bl 0 OJIM3KHUX — BCE 3TO HAKaIIMBAECTCS B CETH.

MHorue noApPOCTKH JIETKOMBICJIEHHO OTHOCATCS K MyOJUKAIlUM JIMYHOX HUHGPOPMAIlHH B
VHTEepHETE, HE TIOHMMAs BO3MOXHBIX IOCIEACTBUM. ThI Iake HE CMOXKEIb JOTaJaThCsI O TOM,
yto (oTorpadus, pasMelieHHas 5 JIeT Ha3akd, cTajla IPHYHHON 0TKa3a IPHHATH TeOs Ha padoTy.

KoMMmeHnTapuu, pa3MelieHne TBOUX (Qortorpaduili u Jpyrue HACHCTBHUS MOLYT HE
WCYE3HYTh NaX€ IIOCJE TOro, Kak Thl HMX YyJaluilb. [l HE 3HAClIb, KTO COXPAaHHI 3Ty
nH(pOpMAaLHIO, TIOTAJIa JIK OHA B IOMCKOBBIC CHCTEMBI M COXPAaHUIIACh JIH OHA, a TJIABHOE: YTO
HOAYMAIOT 0 TeOe OKpy:Karolee JIOAH, KOTOphle HaWayT M yBHAAT 3To. Halith mHOpMAaImIo
MHOI'O JIET CIYCTS CMOXeET o000 — Kak u3 J00phIX MOOYXKACHUM, TaKk M C HaMEpeHHEM
IPUYMHUTE BpeA. DTO MOXKET OBITH KTO YT'OJIHO.

OCHOBHBIE COBETHI 110 3allIUTE MU(PPOBOH pemyTaIuHn:

1. Ilomymaii, mpexxae 4eM 4TO-TO IIyOJHMKOBaTh M IepeliaBaTh y ceOsi B OJjore wiu B
COLIMAJIBHOM CETH;

2. B HacTpoiikax mpoduis yCTaHOBU OTpaHUUYECHHUS Ha IIPOCMOTP TBOETO MPOMHIISL U €ro
COLEPKUMOTr0, CAENIal €ro TOJBKO «IJIS APY3€il»;

3. He pasmemniail u He yka3biBail HHpOpMaLHIO, KOTOpasi MOXKET KOro-IH00 OCKOPOJIATE
WA OOMXKAaTh.

Aemopckoe npago

CoBpeMEHHBIC IIKOJBbHUKH— AaKTHBHBIE IMOJIB30BATENH IM(POBOrO IPOCTPAHCTBA.
OnmHako aneko He BCE 3HAIOT, YTO IOJIB30BaHHE MHOTMMH BO3MOXHOCTSIMH ITU(GPOBOTO MHpa
TpeOyeT coOIOICHUS TPaB Ha HHTE/UIEKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun «uHTEIEKTYanbHass COOCTBEHHOCTH» OTHOCHTCS K Ppa3IMYHBIM TBOPECHHSIM
YEJI0BEYECKOr0 yMa, HaUMHas ¢ HOBBIX M300pEeTEeHUI U 3HAKOB, 0003HAYAIOINX COOCTBEHHOCTD

Ha IPONYKTHI M YCIYTH , M 3aKaHuMBas KHHTramH, QotorpadusMu, KHHOPHUIBMaMH M
MY3bIKAUTBbHBIMH TPON3BEACHUSIMH.



ABTOpCKHE IpaBa — 3TO MpaBa Ha UHTEJUICKTYIbHYIO COOCTBEHHOCTh HA IIPOU3BEACHUS
HayKH, TUTEPaTypbl U HCKyCCTBA. ABTOPCKHE IIpaBa BRICTYIIAIOT B KAYECTBE TAPAHTHH TOTO, YTO
UHTEJUICKTYaIbHBIN/TBOPUECKUH TPYyH aBTOpa He OyIeT HampacHBIM, AacT €My CIIPaBEIJIMBBIC
BO3MOXXKHOCTH 3apaboTaTh Ha pe3yJIbTaTax CBOErO TPY/a, IMOJYYUTh U3BECTHOCTH U MPHU3HAHUE.
Huxkro 6e3 paspellieHus aBTOpa He MOXKET BOCIIPOU3BOIUTE €ro MPOU3BEACHHE, PACIIPOCTPAHSTS,
nyOJUYHO AEMOHCTPHUPOBATh, MNpojaBaTh, HMIIOPTUPOBATh, IMYyCKaTh B MPOKAT, ITYOJIUYHO
MCITOTHATD, II0Ka3bIBaTh/UCIIOIHATD B 3(upe WK pazmemath B MIHTepHeTe.

Vcronbs30BaHuEe «IIHUPATCKOTO» IIPOTPaMMHOTO OOECIICUCHHUS MOXKET IPUBECTHA K MHOTHUM
pUCKaM: OT NIOTEpPH MAHHBIX K TBOMM aKKayHTaM A0 OJIOKHPOBKH TBOEro YCTPOMCTBa, rjie
YCTAHOBJICHHBIN He JeraibHas mnporpamma. He crtomT Takke 3a0bIBaTh, 4TO cymeCTByeT
JerajbHbIe U O€CIIJIaTHBIE IIPOTrPaMMbl, KOTOPBIE MOXKHO HAaHTH B CETH.

O nopmane

CereBHYOK.p) — TBOM TIJaBHBI COBETYHK B CETH. 3A€Ch THl MOXEIIb Y3HAaTh O
0€30IMaCHOCTH B CETHU MOHATHBIM U JAOCTYIHBIM S3BIKOM, & IIPH BO3HUKHOBECHHH KPUTHUIECKOM
CUTyallul OOpaTHTHCS 3a COBETOM. A TaK)Xe MPHUHATH ydacTHe B KOHKYpCax M CTaTh CaMbIM
UG POBBIM IpakJTaHUHOM !



